All ages

ABC online

internet

safety CheCkI iSt matters.org

Set your child up for safety online

The checklist below covers actions you can take to help protect children of all ages from online harms.
Once you've tackled this, use the tabs above to see extra steps you can take based on your child's age.

Balance Set a good example with your own screen use.
G Create screen-free zones at home.

Switch off devices an hour before bedtime.
Encourage children to take breaks (for example every 20 mins).
Charge devices outside bedrooms.

Use screen time tools to help manage how much time they spend online,

Check Review the minimum age requirements for the apps, games and platforms for
your child wants to use.

(like over dinner or during a walk).
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https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/
https://www.internetmatters.org/resources/mobile-health-check-for-kids-smartphones-and-tablets/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/google-family-link/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/apple-iphone-and-ipad-parental-control-guide/
https://www.internetmatters.org/resources/digital-family-agreement-template/
http://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/
https://www.internetmatters.org/issues/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/resources/guide-to-encourage-kids-to-share-their-digital-lives/
https://www.internetmatters.org/parental-controls/broadband-mobile/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/
https://www.internetmatters.org/resources/mobile-phone-safety-checklist/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/google-family-link/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/apple-iphone-and-ipad-parental-control-guide/
https://www.internetmatters.org/resources/digital-family-agreement-template/
http://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/
https://www.internetmatters.org/issues/online-scams/
https://www.internetmatters.org/report-issue/
https://www.internetmatters.org/resources/guide-to-encourage-kids-to-share-their-digital-lives/
https://www.internetmatters.org/resources/tackling-online-scams-guide/

All ages

ABC online safety checklist for under-5s

If your child is 5 years old or younger, use the checklist
below to help develop good digital habits early.

Balance

O

Play watch, and discover together online.

Focus on face-to-face interactions or apps that promote active play.

worries them, i.e. telling you.
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https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/
https://www.internetmatters.org/parental-controls/
http://www.internetmatters.org/advice/0-5/online-safety-video-guides-early-years/
https://www.internetmatters.org/resources/apps-guide/
https://www.internetmatters.org/advice/0-5/online-safety-video-guides-early-years#supporting-mindfulness
https://www.internetmatters.org/advice/0-5/online-safety-video-guides-early-years#digital-chats

All ages

ABC online safety checklist for 6-10s

If your child is between 6 and 10 years old, use the checklist
below to manage new digital experiences.

Balance

O

Use visual timers to help children track their time on devices. Or use your
household voice assistant to set reminders and limits.
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https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/gaming-consoles/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/youtube-app#step_1
https://www.internetmatters.org/parental-controls/gaming-consoles/roblox-parental-controls/#roblox-allowed-experiences
https://www.internetmatters.org/resources/online-gaming-advice/amazing-video-games-guide-for-families/
https://www.internetmatters.org/resources/screen-time-tips-to-support-11-14-year-olds/
https://www.internetmatters.org/tech-and-kids-digital-futures/what-is-the-future-of-voice-assistant-technology#tips-voice-assistants-safety
https://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/
https://www.internetmatters.org/resources/online-critical-thinking-guide/
https://www.internetmatters.org/advice/6-10#child-guides
https://www.internetmatters.org/issues/privacy-identity/protect-your-childs-data/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/gaming-consoles/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/youtube-app/#step-block-1219ddf2bbc0ca3138db4db2c2ebb81a
https://www.internetmatters.org/parental-controls/gaming-consoles/roblox-parental-controls/#step-block-852022bb03a9a78c59377dfbda1a0518
https://www.internetmatters.org/resources/online-gaming-advice/amazing-video-games-guide-for-families/
https://www.internetmatters.org/advice/by-activity/watching-and-browsing-online-a-parents-guide/
https://www.internetmatters.org/tech-and-kids-digital-futures/what-is-the-future-of-voice-assistant-technology#tips-voice-assistants-safety
https://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/
https://www.internetmatters.org/resources/online-critical-thinking-guide/
https://www.internetmatters.org/advice/6-10/#checklist
https://www.internetmatters.org/issues/privacy-identity/protect-your-childs-data/
https://www.internetmatters.org/issues/online-scams/

All ages

ABC online safety checklist for 11-13s

If your child is now a pre-teen, explore the actions you can take to
keep them safe with the checklist below.

Ba |a nce Encourage children to explore a range of different types of media.

Help them review how much time they spend on devices (based on the tools you
use) to help them learn balance.

Encourage them to be selective about what they do online.

O Talk about ways to deal with online reputation, screen time use and cyberbullying.
Ask them to show you how they use their apps and discuss safety measures.

Ask them what they share online and how it makes them feel.
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https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/gaming-consoles/
https://www.internetmatters.org/resources/guide-to-hand-me-down-devices/
https://www.internetmatters.org/parental-controls/social-media/
https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/#family-pairing-tiktok
https://www.internetmatters.org/parental-controls/gaming-consoles/roblox-parental-controls/#roblox-allowed-experiences
https://www.internetmatters.org/resources/online-gaming-advice/amazing-video-games-guide-for-families/
https://www.internetmatters.org/resources/screen-time-tips-to-support-11-14-year-olds/
https://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/
https://www.internetmatters.org/resources/top-tips-to-help-children-manage-their-online-reputation/
https://www.internetmatters.org/hub/question/helping-teens-find-the-right-balance-between-online-and-offline-activities/
https://www.internetmatters.org/issues/cyberbullying/cyberbullying-conversation-starter-guide/before-you-start-the-conversation-talking-to-11-13s-about-cyberbullying/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/gaming-consoles/
https://www.internetmatters.org/resources/guide-to-hand-me-down-devices/
https://www.internetmatters.org/parental-controls/social-media/
https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/#step-block-3a556cc6bfd19673443ab10dacde14c6
https://www.internetmatters.org/parental-controls/gaming-consoles/roblox-parental-controls/#step-block-852022bb03a9a78c59377dfbda1a0518
https://www.internetmatters.org/resources/online-gaming-advice/amazing-video-games-guide-for-families/
https://www.internetmatters.org/resources/screen-time-tips-to-support-11-14-year-olds/
https://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/
https://www.internetmatters.org/resources/top-tips-to-help-children-manage-their-online-reputation/
https://www.internetmatters.org/hub/question/helping-teens-find-the-right-balance-between-online-and-offline-activities/
https://www.internetmatters.org/issues/cyberbullying/cyberbullying-conversation-starter-guide/before-you-start-the-conversation-talking-to-11-13s-about-cyberbullying/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/resources/tackling-online-scams-guide/

All ages

ABC online safety checklist for teens

As teens gain more independence, there are still areas in which they
need support. Use the checklist below to review their online safety.

Encourage them to be selective about what they do online.

Ba |a nce Show them how to use screen time tools to check their device and app usage.

Empower teens to watch and follow a range of content types to avoid

Ask them what they share online and how it makes them feel.

Check Ask them to show you how they use their apps and discuss safety measures.

JoO o0 oO0Ogd

[
Internet
matters.org



https://www.internetmatters.org/parental-controls/social-media/
https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/#family-pairing-tiktok
https://www.internetmatters.org/parental-controls/social-media/snapchat#step_1
https://www.internetmatters.org/resources/screen-time-tips-to-support-teens/
https://www.internetmatters.org/hub/news-blogs/what-are-algorithms-how-to-prevent-echo-chambers/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/
https://www.facebook.com/InternetMatters
https://twitter.com/IM_org
https://www.youtube.com/user/internetmatters
https://uk.linkedin.com/company/internet-matters-ltd
https://www.instagram.com/internetmattersorg/
https://www.internetmatters.org/parental-controls/social-media/
https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/#family-pairing-tiktok
https://www.internetmatters.org/parental-controls/social-media/snapchat/#step-block-f28b2edc6c6e9ebcf342cfdc22293c7e
https://www.internetmatters.org/resources/screen-time-tips-to-support-teens/
https://www.internetmatters.org/hub/news-blogs/what-are-algorithms-how-to-prevent-echo-chambers/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/report-issue/
https://www.facebook.com/InternetMatters
https://twitter.com/IM_org
https://www.youtube.com/user/internetmatters
https://uk.linkedin.com/company/internet-matters-ltd
https://www.instagram.com/internetmattersorg/
https://www.internetmatters.org/issues/online-scams/

